USNavysailor@mail.mil

From: Operations Security

Subject: Smart Emailing

SMART EM:<ILING

Follow these tips to reduce risks to Operations Security:

e Encrypt and digitally sign emails as necessary
Do not email command critical information
Never open emails from unknown senders (verify digital signatures)

Verify links and attachments before opening, and do not open
executable (.exe) files

Do not forward Spam or "unofficial" emails, especially with attachments

Be aware of Phishing emails and notify your command Information
System Security Manager if you receive phishing emails
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